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https://4H32evo.be/H320S-php2shell-protecton.pdF



https://432evo.be/432OS-php2shell-protecton.pdf

Executive Summary: the PHP2SHell Threat

On October 21, 2026, a critical set of high-impact vulnerabilities known as PHP2Shell (CVE-2026-109618 and

CVE-2026-109619) hit the internet, affecting roughly 70% of internet-facing sites running PHP.

These vulnerabilities permit remote command execution (RCE), allowing bad actors to run code directly on
affected servers without login credentials. While cloud webservers were forced offline globally, 432 EVO’s web

application firewall successfully blocked initial attempts.

However, to ensure absolute safety, an immediate update is also required for all active 4320S based music
servers, since the 432 EVO GUI currently depends on PHP. 432 EVO servers based on the old OS no longer

receive updates, and are required to update to 4320S to receive any updates including security patching.

More info:

https://en.wikipedia.org/wiki/PHP2Shell

https://432evo.be/index.php/2025/06/16/0s-support-update/

How did 432 EVO respond?

1. How 432 EVO Secured Its Public Sites

432 EVO took decisive, immediate action to protect its public web presence against PHP2Shell:

1. Retiring the Legacy v1 Site:
On October 21, 2026, 432 EVO permanently disabled PHP and took down the old CMS running on
v1.432evo.be to eliminate legacy vulnerabilities. Technical articles hosted there are being safely migrated to a

different platform.

2. Active Web Application Firewall (WAF) Defense:
The primary public sites (432evo.be and my.432evo.be) were already hardened with custom WAF rules since
years. These rules successfully blocked the actual incoming php2shell-checker/3.0 attacks logged against 432

EVO's infrastructure. PHP2Shell was also detected by Cloudflare: Cloudflare CEO Matthew Prince said the

company's network had seen millions of attempts to exploit the PHP2Shell vulnerabilities, including thousands

during the 10 hours before they were publicly announced.


https://thedefiant.io/news/security/cloudflare-ceo-reports-millions-of-php2shell-exploit-attempts
https://432evo.be/index.php/2025/06/16/os-support-update/
https://en.wikipedia.org/wiki/PHP2Shell

3. Minimal Downtime & Rapid Restoration:
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" ACTIVE EXPLOITATION OF /17254711 IS A FACT

~WHILE WE WRIT FOR AN OFFICIAL PATCH, SITE STRYS DOWN

On October 21th at around 15:00, mainstream news channels and tech sites were announcing several sites
being taken down as a precaution. We took down the main 432 EVO website, to do audits, while posting a

message on social media. Benelux tech site tweakers.net did something very similar.

Following a swift audit of WAF rules, configurations, and server logs, the currently secure websites were

quickly brought back online.



2. How is 432 EVO securing it's music servers in the Feld?

432 EVO Music Servers use PHP as the scripting language for the current GUI, and are also affected by the
same PHP bugs. Since the 432 EVO music servers are not directly internet facing, contrary to a

datacenter/cloud based webserver, the security risk is much lower, but still not zero.

Why 432 EVO Runs on AlmaLinux (And Why Competitors Fall Short)

Many music server competitors base their 2026 hardware/software on outdated platforms like Debian 10 or
Debian 11, which have already reached End-of-Life (EOL) and no longer receive security patches. The same

applies to the old vortexbox os. Patching an ancient OS forever is simply not possible security wise.

1. Debian 10-based servers (LMS-based brands): EOL on June 30, 2024
2. Debian 11-based servers (MPD-based brands): EOL on August 31, 2026

3. 432 EVO Old OS (Vortexbox): EOL in December 2025 — upgrade to 4320S now

Users of the old “vortexbox” end of life OS will not receive any updates which fix these PHP issues:

https://432evo.be/index.php/2025/06/16/0s-support-update/

The 432 EVO 4320S Advantage: Enterprise-Grade Lifecycle
4320S is based on AlmaLinux, benefiting from a robust 10-year

enterprise security patching lifecycle.

Current 4320S builds receive security updates backed through May
31, 2032, with plans already underway to extend this support to May
31, 2035.

The currently used version is AlmaLinux 9.8, where the minor version
(the .8) is updated and retested every 6 months. Your current version is

" .
*AlmalLinux , also visible in the web gui.

The “EVO” in 432 EVO: a Future-Proof Hardware Design
Unlike competitors using milled chassis with connector cutouts locked into specific, obsolete motherboards
(such as the outdated N4200) currently in the field, 432 EVO has offered a complete upgrade path for internal

computer and storage components across every build since 2013.


https://432evo.be/index.php/2025/06/16/os-support-update/

Step-by-Step Update Guide For H320S Users

If you are running 43208, follow these steps to secure your music server server against PHP2Shell:

Step 1: surfF to my4H32evo.be

From a computer connected to the same local network as your music server, navigate tosurf to my.432evo.be,

and click on the LAN [P

&« > ¢ 23 my.432evo.be
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First seen Last seen WANIP LANIP Server name VENID 08

2026-10-22 11:38:12 2026-10-22 11:55:28 213.119. 11200 4320s 21 43208

Step 2:

In the 432 EVO Web Gui, click on “432 EVO Upgrade”, the icon in the bottom left column:

& 5 @ ANotsecure 1120

e . I
432 EVO REFERENCE MUSIC SERVER
@ Welcome to your 432 EVO.

I you need help please check out our wiki documentation

I ’/ The user and login to cur decumentation are bundled with your preduct. Please contact your dealer if this
was not the case. Please always contact your dealer first for support, and mention the VENID as stated
SayeezeBax on the registration form, which should be atelier21

System name: 43208

i
}* - Web GUI based on vb: 2.3
CODVD Rigger
Linux OS Version: AlmaLinux release 9.8 (Olive Jaguar)
v
etho IP: 1.120
&th0 MAC:
£y
Conguraton VENID: 21

q’j Filesystem Size | Used | Available | Use% | Rescan |
 —) o Rescan LMS
- y Istorage 957G ‘ 638G ‘ 950G ‘ 1% ‘ View scan status
8 No player configuration exists!
Use the form below to set the player to factory settings.

Factory settings:

Set player to default 24/192 output configuration with 432 Hz playback for the following output:

e Py ‘ [USB DAC vl




Step 3:

Click on Start Upgrade:
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Upgrade Status [
Start Upgrade| [View full log| [Clear log|[Reboot]

The installer will update the vortexbox package first. It may throw a non-critical Python/tempfile exception or
stop due to package conflicts during the first pass—this is normal:
[ |
o =

432 EVO REFERENCE MUSIC SERVER
Upgrade Status [

Start Upgrade| |View full Iog| |Clear Iog||Reboot|

vortexbox-2_3-20261022rheld i6&6.rpm 2.9 MB/g | 1.7 MB 00:00

Home
Total 2.9 MB/s | 1.7 ME 00:00
ﬂ) Running transaction check
Squi

Transaction chack succesded.

Running transaction test

Transaction test succeeded

Running transaction

Preparing : 171

Upgrading : vortexbox-2 3-20261022rhel9 i636 1/2
Running scriptlet: vortexbo: 1261022rhel9.i686 1/2
Running scriptiet: vortexbo: -202680112rhel9.i5536 2/2
Cleanup : vortexbox-2.3-20260112rhel2.i686 2/2
Running scripflet: vortexbox-2.3-20260112rhel9.i856 2/2
Verifying - vortexbox-2.3-20261022rhel9.i686 1/2

" Verifying : vortexbox-2.3-20260112rhel2.i686 22Exception ignored in
Traceback (most recent call last)
File "/usr/liz64/python3 94empfile py”, line 461, in __del__

self close(

Filz "/usr/libG4/python3 9tempfile. py”, line 457, in close

unlink{self name)

FileMetFoundErrer: [Ermao 2] Me such file or directory: fimpimp1sheglém’

Upgraded
vortexbox-2 3-20261022rhel9 i656

Complete!
Cannot create temporary file - mkstemp ftmp/librepo-tmp-SCkISC™: No such file or directary
10/22/2026 12:41:51 - Error: yum update failed. Check error messages and fry to fix problems.




Step H: Handling Potential Installer Error Cases

Check if there were any errors in step 3 or in step 4:

Case 1: “Cannot create temporary file”

In case the error is “cannot create temporary file”

Traceback (most recent call last)

File "fusrlib4/python3 9tempfile py”, line 461, in __del__

self.close()

File "/usrlibg4/python3 9tempfile.py”, line 437, in close

unlink{zelfname)

FileMotFoundErrer: [Ermao 2] Mo such file or directory: "itmptmpizghcglém’

Upgraded
vorfexbox-2 3-20261022rhel9.i6E6

Complete!
Cannot create temporary file - mkstemp "fimpdibrepo-imp-5CkigC": Mo such file or directory
104222026 12:41:51 - Error: yum updale failed. Check error messages and try to fix problems.

Simply click Start Upgrade a second time to bypass temporary file glitches.

Case 2: "Duplicate packages" conflict (PHP-common / Nginx)

If the log displays a conflict regarding php-common versions, just run Start Upgrade again.

Errar

Problem: package php-fpm-8.0.30-8.€19_8.x56_64 from {@5System reguires php-common(x86-54) = 8.0.30-8.€19_3, but none of the
providers can be installed

- cannot install both php-common-5.0.30-5.19_5.alma.1.x86_54 from appstream and php-common-3.0.30-5.219_5 x36_54 from @ 3ysie
- cannot install both php-common-5.0.30-5 e19_8 x86_54 from appstream and php-common-5.0.30-5.el9_5 alma.1.x56_&4 from appstregn
- cannot install the best update candidale for package php-common-8.0.30-5.el9_5 x36_G4

- problem with installed package php-fpm-5.0.30-5.el9_5 x36_54

(try to add "--allowerasing' to command line to replace conflicling packages or --nobest to use not only best candidate packages)
102272026 12:56:34 - Error: yum update failed. Check error messages and try to fix problems.

=

The updated installer will detect the conflict, display a "Manually fixing problems with packages!" prompt, and

automatically apply the necessary alma.1 patches containing the official PHP2Shell fix.

12272026 130807 - Starting upgrade. (This can take a long time...)

90 files removed

432053 70 kBi= | 12 kB 00:00

Dependencies resolved.

Mothing to do

Complate!

Manually fixing problems with packages!

Please be patient until message Upgrade complete is shown
Do nof furn off 432EVO

Note: Do not turn off your 432 EVO while this process finishes!



Step S: Completion € Reboot

Once the upgrade script finishes processing dependencies, you will see the message "Nothing to do"
followed by "Upgrade complete. Please reboot your 432 EVO"
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432 EVO REFERENCE MUSIC SERVER
Upgrade Status [

Start Upgrads| |View full log|[Clear log| [Reboot]

@ Truncating log file

B Manually fixing problems with packages!

Please be patient until message Upgrade complete is shown

Do not um off 432EVO
Last metadata expiration check: 0:00:15 ago on Thu Cet 22 13:05:53 2026
Dependencies resolved.

SqueezeBox Mothing to do

=ener Complete!

10/22/2026 13:09:09 - Upgrade complete. Please reboot your 432 EVO.

Click Reboot to finalize your system protection

What happens under the hood?

PHP on 4320S is currently based on the php:8.0 stream, and after updating, internally your server
will be on 8.0.30-8.el9_8.alma.1 versions instead of 8.0.30-8.el9_8, so after the update you will at
least have:

2026-10-22T13:09:06+0200 DEBUG Upgraded: php-cli-8.0.30-8.e19_8.alma.1.x86_64
2026-10-22T13:09:06+0200 DEBUG Upgraded: php-common-8.0.30-8.el9_8.alma.1.x86_64
2026-10-22T13:09:06+0200 DEBUG Upgraded: php-fpm-8.0.30-8.e19_8.alma.1.x86_64
2026-10-22T13:09:06+0200 DEBUG Upgraded: php-intl-8.0.30-8.e19_8.alma.1.x86_64
2026-10-22T13:09:06+0200 DEBUG Upgraded: php-mbstring-8.0.30-8.el9_8.alma.1.x86_64
2026-10-22T13:09:06+0200 DEBUG Upgraded: php-process-8.0.30-8.el9_8.alma.1.x86_64

which are the patched versions:

https://almalinux.org/blog/2026-10-21-php2shell-cve-2026-109618-cve-2026-109619/

In the future we intend to make the updater more user friendly and handle the exceptions
automatically.

However, since we believe in a Security First principle, having patching against this massive PHP
vulnerability, currently has the highest priority.


https://almalinux.org/blog/2026-10-21-php2shell-cve-2026-109618-cve-2026-109619/

What happens iF | do not update H320S or keep using the old OS?

While music servers reside behind home routers (NAT) and are not directly exposed to the open
internet, local risks remain severe if left unpatched:

The Vulnerable Device:

An unpatched consumer music server running end-of-life Linux, or currently supported Linux but
without security updates, will contain active vulnerabilities!

The Jump Host / Staging Point:

HOW SECURE 15 YOUR MUSIC SERVER?

Security updates until

— May 31, 2032 (current)
= May 31, 2035 (planned)

432EVO old OS No more updates
EOL December 2025

Debian 10 based servers (LMS based brand) June 30, 2024
Debian 11 based servers (MPD based brand) August 31, 2026

THE RISK:

1. THE VULNERABLE DEVICE 2. THE JUMP HOST 3. THE TARGET: BANKS
(USER HOME) (STAGING POINT)

CONSUMER MUSIC § Vi REMOTELY OPENS A
SERVER / STREAMER = EXPLOITED “ packpooR

‘ , USES DEVICE
h TTACKER .+ 1 L TOPOT

(REMOTE) ’ [E]
COMPROMISES |
SHIPPED WITH KNOWN

VULNERABLE TRAFFIC l ] [ l
STREAMER - Sgé\yén
END OF-LIFE (EOL) VUI.NERAB%LIIIES

PATCHED EOL DEVICE USED AS STAGING AREA, el g

e e 01 VULNERABILITES BYPASSING DIRECT DEFENSES NETWORNS FUNDS

If a network is misconfigured (e.g., placed in a DMZ or ports forwarded improperly), or attacked
from within your home LAN from another compromised device, attackers can remotely exploit the
device, open a backdoor, and pivot into the home network.

Real-world security incidents have shown hackers installing proxies on unpatched servers to route
illegal traffic (such as cyberattacks against banking networks), leaving the server owner legally
liable

The Target: Unpatched RCE vectors like PHP2Shell provide the exact backdoor entry points that
compromise home infrastructure. Imagine at least 70% of the internet becoming a jumphost for
hackers. This is why the internet was literally on fire on October 21th 2026, and 432 EVO took



immediate action to protect both it’s website, and it’s customer’s music servers.
Protect your investment and secure your network, and ensure long-term peace of mind by updating
your 4320S operating system today. If you are still on the outdated vortexbox based OS, upgrade

now!

If you encounter any persistent errors during the procedure in this guide, contact 432 EVO support
directly mentioning your server's VPNID.

Some links with more deteails For technical people:

https://en.wikipedia.org/wiki/PHP2Shell

https://almalinux.org/blog/2026-10-21-php2shell-cve-2026-109618-cve-2026-109619/



https://en.wikipedia.org/wiki/PHP2Shell
https://almalinux.org/blog/2026-10-21-php2shell-cve-2026-109618-cve-2026-109619/

